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General conditions of subscription to the

Electronic Signature and / or Electronic Stamp serice

SUBJECT

The purpose of these conditions is to specify teaeBal Terms and
Conditions of Subscription to the Electronic Sigmat service
and/or Electronic Stamp provided by Worldline, asdiaCert TSP
(Worldline Trust Service Provider) to its Subscribe

It is specified that these Subscribers are:

. either Organizations acting for themselves, or @halff of
other Organizations which have mandated them fas tl
purpose, to ensure, by issuing a Certificate inndume of their
Organization, the Authentication of the origin ohet
Documents issued and the guarantee of their ityegr
(Certificate of Organization or Electronic Stamp);

. or Organizations who contract with Worldline to aibt
Certificates, on behalf of Natural Persons who hevthorized
them to do so (employees, customers, etc.), refetoeas
"Holders" in this document, so that they can sigrcidnents
electronically (Single-Use Certificate for creatin@TU
signatures);

. or Natural Persons acting on their own behalf, neuee, by
issuing a Certificate in their name, that they csign
Documents electronically (Permanent Certificate);

These Subscribers may, in addition, rely on Pastngho are
contractually attached to them, to distribute tlhwb<®riber's offers
to the Partners' own Customers. In this contexts&ibers are
mandated by the Partners' own Customers to olhaimssuance of
a Single-use certificate in their name that alldkvsm to perform an
OTU signature on Documents.

The distribution and management of Certificategardless of the
type of Certificates (Single-use, Organizationapermanent), are
governed by the Certification Policy - DeclaratiohCertification
Practices for so-called "online" CAs, which is tlesponsibility of
Worldline's MediaCert TSP. Throughout the documéing term
"CP-CPS" will refer to the document referred tdhis paragraph.

This CP-CPS is referenced under a public identsienctured as
follows:

(OID): 1.2.250.1.111.20.5.v;

1.2.250.1: High level OID identifying AFNOR;

111: Worldline ID;

20: activity related to trust services;

5: number assigned to the CP-CPSs of the so-calidohe" CAs;
v: CP-CPS version number.

The current OID of the CP-CPS of online CAs ashef tate of
publication of this document is:

(OID): 1.2.250.1.111.20.5.5

CP-CPS versions can be founchéps://www.mediacert.com/

The CP-CPS of the online CAs has been evaluatedary
independent audit firm to validate compliance withe ETSI

standard for issuing electronic certificates at thightweight

Certificate Policy (LCP) level. The ETSI standas®d for the 2020
CA compliance audit is EN 319 411-1 as recommendedhe

context of the application of European Regulatian940/2014, for
maintaining Certification at the LCP level.
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1.

DEFINITIONS

The following terms shall have the following meagsn

Subscriber: refers to the company signing the Subscription
Contract attached hereto, registered in the Ceatdi Issuance
Service produced by the Online Certification Autties and
wishing to obtain the delivery of its choice

. Organizational Certificates "LCP" or "NCP" on bet]
Organizations that are dependent on the Subsaritan
behalf of Organizations that expressly mandate the
Subscriber to do so;

. Permanent Certificates on behalf of Natural Persalss
called 'Subscriber', whose identification would &déeen
previously checked;

. Standard" single-use Certificates in the name & th
Holders whom it has previously identified or whose
identification it has delegated, by contract to the
conventional Attachments and under its respongibiid
identify.

. Reinforced" single-use Certificates in the namethaf
Holders whom it has previously identified or whose
identification it has delegated, by contract to the
conventional Attachments and under its responsibiid
identify.

The concepts of "standard" and "reinforced" for gli@lification of
Single-use certificates are specified in the follayvdefinition of
Registration Authority.

Certification Authority (CA): the authority responsible for the
application of the CP-CPS. The MediaCert TSP operéite so-
called "online" CAs called:

. MediaCert OTU LCP CA 2018 and Mediacert OTU
LCP CA S2 2019;
. Mediacert OTU CA 2019 and Mediacert OTU CA S2

2019 ;

. Mediacert ORG CA 2019 and Mediacert ORG CA S2
2019 ;

. Mediacert ORG NCP CA 2019 and Mediacert ORG
NCP CA S2 2019;

. Mediacert PERM CA 2019 and Mediacert PERM CA S2
2019 ;

. AC OTU ;

which govern the five types of Certificates:

. The "standard" single-use certificates issued byGAs
MediaCert OTU LCP CA 2018 and Mediacert OTU LCP
CA S2;

. The “Reinforced" single-use certificates issued @
Mediacert OTU CA 2019 and Mediacert OTU CA 2019
S2 2019;

. LCP Organizational Certificates issued by the CAs
Mediacert ORG CA 2019 and Mediacert ORG CA 2019
S2;

. NCP Organizational Certificates issued by the CAs
Mediacert ORG NCP CA 2019 and Mediacert ORG
NCP CA S2 2019;

. Permanent Certificates issued by the CAs Mediacert
PERM CA 2019 and Mediacert PERM CA S2 2019.
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This document, the term "target CA" is used torrédethe CA that
is designated according to the type of Certificatied or to be
issued.

The term also refers to the technical entities iggte Certificates at
the request of the Registration Authority. They segponsible for
the Certificates signed on their behalf and perfoh@ following
functions:

. monitor compliance with the current CP-CPS by th
Registration Authority acting on behalf of the omli
CAs;

. publish the public information referred to in chepR.2
of the CP-CPS, in particular these General Ternts a
Conditions of Subscription and the General Termd al
Conditions of Services, in a sustainable and secy
manner;

. ensure compliance with Worldline's Informatior
Systems Security Policy by the various componehits o

. make its services accessible to any Subscriber helso
accepted these General Terms and Conditions
Subscription;

. collaborate with auditors during compliance cheakd
implement any measures decided with auditors foligw
compliance checks.

Throughout the document, the term "CAs" will refethe so-called
"online" CAs concerned by CP-CPS.

Registration Authority (RA): The authority responsible for
receiving Subscriber Certificate applications, fyéng these

applications in accordance with the controls désctiin the CP-
CPS based on the type of Certificate requestedivémng these

applications and forwarding them to the target ChAe RA is also

responsible for receiving and processing requestsCertificate

Revocation.

For the purposes hereof, the responsibility for fRats with the
MediaCert TSP, which relies on the identity contommitments
made by the Subscriber, directly or through its t€artually bound
affiliates and which are described in the Subscsbéentification
Policy(s), which may differ depending on the contek issuing
Single-use Certificates.

The issuance of Single-use Certificates requirasttie Subscriber,
directly or through its Contractually bound affiéa, has previously
identified the applicants for this type of Certifte in accordance
with the process described in the document entitl@iTU
Identification Policy and Procedures for ObtaininGonsent”
provided in the form of a form by MediaCert TSP dhdt he has
undertaken to complete and monitor. Such a documéglhtbe
prepared for each journey of the same subscribeos&h
identification and/or consent conditions differ. e identification
process is described by the Subscriber, it is ugrtoto implement
it or have it implemented under his responsibilifypersons are
designated and authorized by the Subscriber toomerfthis
identification under his responsibility, this muken be stipulated
by the Subscriber in the identification policy heoyides to the
Registration Authority.

The 'OTU Identification Policy and Procedures for Obtaip
Conserit document described by the Subscriber had to bepaed,
prior to its implementation, by the target CA ar tRA when
applying for a Subscription or when implementingeav route.

The identification policy follows the rules des@&ibin paragraph

3.2 'Initial Identity Validatior' described in the CP-CPS and details

the controls that will be implemented by the Sulbser directly or
through its agents or Partners with whom it hasoatractual
relationship, to respond to a reliable identifioatiprocess for its

D
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Customers (Holders). In addition, depending onlgliel of identity
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control implemented, the Subscriber may be providitd a Single-
use Certificate called:

. "standard": where the identity check of the futdiader
complies with the requirements imposed by ETSI EN
319 411-1 level LCP;

. "reinforced": where the identity control of the du
Holder complies with the requirements imposed b$ET
EN 319 411-1 level LCPand subject to additional
requirements imposed by the CA.

The Registration Authority carries out random clseadn the
Subscriber, including his contractually bound &ffés, to verify
compliance with the identification process desatibby the
Subscriber.

Authentication: Authentication is an electronic process that
confirms the electronic identification of a natuoallegal person, or
the origin and integrity of data in electronic forim short, to
identify oneself is to communicate one's identity,authenticate
oneself is to provide proof of one's identithNSSI - Agence
Nationale de la Sécurité des Systemes d'Information

Beneficiary of the Subscriber: the beneficiary is the person
holding a right by virtue of his relationship, whet contractual or
legal, with the Subscriber.

Electronic stamp: the "Electronic stamp" is a process used by an
application service, thus differentiating itselbrin the "Electronic
Signature" which is a dedicated term reserved foataral person.
The Electronic Stamp refers to data in electromionf which is
attached or logically associated with other dateléctronic form to
ensure the origin and integrity of the latter. dntains a timestamp
corresponding to the production time of the Elautrstamp.

Certificate: electronic file issued by Worldline as trust paesi
service of MediaCert TSP.

According to the eIDAS Regulation:

. in the case of an "Electronic Signature certifitate
means an electronic certificate that associates the
validation data of an Electronic Signature withadunal
person and confirms at least the name or pseudafiym
that person;

. in the case of an "Electronic stamp certificateBams an
electronic certificate that associates the valaatata of
an Electronic stamp with a legal person and coritie
name of that person.

The Single-use Certificate refers to a Certificgpeoduced
dynamically during an Electronic Signature proc&$ss Certificate
is used during a single signature session by thtopi, then the
signature key is destroyed. Its lifetime is limiteda few minutes in
accordance with the applicable CP-CPS. This Ceatifi is
generated at the Subscriber's request to perfosigreature at the
request of an End User on a Document.

In the context of a Single-use Certificate, by sigrthe Certificate,
the CA validates the link between the identity fod hatural person
and the key pair.

The Electronic stamp certificate guarantees thgiroiof a message
sent by a legal entity but is also used to enceyghanges, in order
to ensure confidentiality, authentication and intgg In this
context, the Organization shall seal the Documenits name as
identified in the Certificate, or in the name ofetlauthorized
representative of the Organization identified ie tertificate. The
Certificate of Organization is requested by a repmnéative
authorized by the Organization.

This Electronic Stamp or Organization Certificatesta lifetime of
several years, in accordance with the CP-CPS.

The Permanent Certificate is an Electronic SigratGertificate
generated upon request of the Certificate Holdatufial person) to
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the MediaCert TSP. Its lifetime is several yeansa¢cordance with
the CP-CPS.

These Certificates are signed by the online CAthefMediaCert
TSP established by Worldline.

Chain of trust: set of Certificates required to validate the fita
of a Certificate issued to an entity. CA trust dsaare presented
within CP-CPS.

Private Key: authentication, signature or encryption key, tképt
secret by the Certificate Carrier Device, whiclassociated with a
public key contained in a Certificate.

Subscription Contract: refers to the subscription contract for th
Electronic Signature and/or Electronic Stamp servit consists of
the documents referred to in Article 22, which foam inseparable
whole.

Certificate Request The Subscriber who wishes to apply for a
Electronic Stamp Certificate or Organization Cégdife must
complete a document included in the Subscriptida $pecifying in
particular the contact details of the applicant¢s)such Certificate
issued by the concerned CA.

The Subscriber who wishes to apply for a Single-Gsetificate
must present a request in electronic format. Tédgiest consists of
a message (request) signed by the Subscriber gdye¢he CA as
justification for this request.

Certificate Carrier Device: a software component that obtains
Certificate(s) carrying the CA and guarantees t@usive control
of the two keys to the Certificate Holder and otdyhim. These
Certificates are used according to the applicatiand types of
Certificates for Electronic Signature purposes.

Document: electronic static document in PDF format.

Contractual Documents: all the documents referred to in Article
22 of the General Terms and Conditions of Subsoript

Personal identification data: a set of data used to establish th
identity of a natural or legal person, or a natpeaison representing
a legal person.

Registration file: all forms and supporting documents allowing th
CA to justify the issuance and/or use of electrorgctificates to
perform Electronic Signatures or stamps on behdlf tie
Subscriber.

Evidence: as opposed to evidence (legal concept), evidenased
to refer to data and documents that are used &blest evidence.
These may include computer traces, time stamp &lestronically
signed files or any other document, file, which nb&yused by the
Subscriber to demonstrate the existence and walidit the

transaction carried out.

Electronic time stamping: data in electronic form that combineg
other data in electronic form at a particular tiared establishes
proof that the latter data existed at that time.

Identification: the act of establishing the identity of a natual
legal person or a natural person representinga [ggrson on the
basis, in particular, of verified valid legal docemnts.

Electronic identification: the process of using persona
identification data in electronic form that uniquealepresents a
natural or legal person or a natural person reptese a legal

person.

Service activity logs:all OTU service application logs (certificate
production and signature/sealing).

Working Day: every day of the week except Saturdays, Sundg
and public holidays.

List of Revoked Certificates (or CRL): list of serial numbers of
Certificates that have been revoked. The url isbldsin the
Worldline Certificate.

i
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Electronic identification means: a tangible and/or intangible
element containing personal identification data amsked to
authenticate for an online service.

Organization: entity representing a company, a public
administration, etc. or which may refer to a brandompany name
for which an Organization Certificate or ElectrorStamp will be
issued at the request of a Subscriber.

Online Certificate Status Protocol (OCSP): online certificate
verification protocol, allowing the status of an5K9 digital
certificate to be verified.

Route: functional kinematics leading to the OTU signatafeone
or more Documents. A Subscriber can define sevenates. The
paths are to be differentiated, in particular wiles conditions for
identifying cardholders are different, requiringe tdefinition and
validation by the RA of separat©TU Identification Policy and
Procedures for Obtaining Consémtocuments.

Parties: Worldline or the Subscriber.

Certification Policy - Statement of Certification Practices (CP-
CPS): a set of rules, identified by name (OID), definitige
requirements with which a CA complies in the esshiphent and
provision of its services and indicating the apgiitity of a
Certificate to a particular community and/or clafsapplications
with common security requirements.

CP-CPS describes from an organizational point afwvithe
Worldline, through MediaCert TSP, service of pding
Certificates and in particular their issuance, asel revocation
process.

CP-CPS is available online: https://www.mediacerht
Reference: "WLM-OTU-F002".

Evidence Management Policy:a document that describes the
policy followed by CAs to establish and maintainidence of
electronic exchanges. The Evidence ManagementyPdéscribes
the rules, procedures, context for establishing ameserving
Evidence in dematerialized services. It explaing thecurity
properties sought (integrity, authenticity, etmplahe way they are
ensured (Electronic Signature, time stamping, cdeptraces in
particular).

OTU Identification Policy and Procedures for Obtairing
Consent: a two-part document prepared by the Subscriber in
support of Single-use Certificate applications,doaen the"WLF-
OTU-F018"form:

. the first part describes the procedures for idgintif the
Registrants, or end users, that the Subscribereimghts
or contractually delegates the implementation urider
responsibility. On these identification processepeathds
the CA that will be targeted. The IdentificationliPyp is
subject to approval by RA after verification of
compliance with the requirements described in pary
3.2.3.1"Validation of an Individual's Identity - Single-
use Certificate'bf the CP-CPS;

. the second part details the process by which the
Subscriber, directly or through its Contractualigubd
affiliates, can obtain the explicit and informechsent of
the end user, prior to any request by the Subsciibea
Single-use Certificate on behalf of the end user. |
particular, it sets out the actions to be takerofgethe
OTU Certificate issuance process so that the Haldar
give his agreement to the process implemented, lgs/e
consent to the Document presented to him and sign i
electronically.

PDF: format of a computer file created by ADOBE Systénand
whose specificity is to preserve the formattingred by its author.

Contractually bound affiliates: Partners or Organizations that are
bound by contract with the Subscriber for the eserby them of a
number of obligations incumbent upon the Subscribech as the
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application and compliance with the Identificati®alicy previously
defined by the Subscriber, in return for their ascevia the
Subscriber to the service for issuing Single-ustfimates produced
by the CAs. The Contractually bound affiliates mbetexpressly
mandated by the Future Holders in order to be #bleequest a
certificate from the Subscriber in their name. Thegy also be
referred to as Beneficiafgr the purposes of this document.

Authorized representative: refers to any natural person with thg
power to legally represent a subscribing company aor
Organization. Proof of this authorization must beviled to RA.

Certificate Renewal: operation which consists in generating an|
making available a new Certificate for a Holder.efiéh is no
renewal in CAs for Single-use certificates.

Revocation: operation requested by the Certificate CarrieriGegv
the Subscriber's representative or one of the 3ibless deputy
representatives who has the identification and emtitation data
allowing him to access this function, or the MedaCTSP (in
accordance with the CP-CPS) to render a given fiCate invalid
before the end of its validity period. The Certifie may become
invalid for many reasons other than natural exmogch as the loss
or compromise of the Private Key associated with@ertificate or
the change of at least one field included in then@aof the
Certificate Holder/Holder. The Revocation operatisrconsidered
complete when the serial number of the Certifidatde revoked
and the Revocation date are published in the LisRevoked
Certificates (CRL). The revocation of a certificigss no impact on
the validity of Documents signed or sealed witts tbertificate in
the period preceding its revocation.

Service: Certification service offered by Worldline as trpsovider
service of MediaCert TSP to the Subscriber to niieetneeds of
Electronic Document Signing.

Website: MediaCert TSP website dedicated to Services.
Signatory: a natural person who creates an Electronic Sigaatu

Electronic Signature: refers, in France, according to article 1367
paragraph 2, first sentence of the Civil Code below

“the use of a reliable identification process gugeing its link
with the act to which it is attached.”

According to Regulation No 910/2014 of the Europ@amliament
and of the Council of 23 July 2014: data in elatizdorm, which
are attached or logically associated with otheiadat electronic
form and which the signatory uses to sign.

For the purposes hereof, the Electronic Signataes shot constitute
a qualified signature.

In the case of the use of an Organizational Cestiéi or Electronic
Stamp Certificate, it is not an Electronic Signatwf a natural
person. The possible use of the term "Electroraenpt signature”
should be understood as the application of a bealguarantees the
origin and integrity of a message.

Holder: a natural or legal person identified in the Ceséife as the
holder of this Certificate.

Definition Worldline MediaCert TSP

In the case of a Single-Use Certificate, the Holdea Natural
Person who has instructed the Subscriber to olt@rissuance of
this type of electronic certificate to be able tmns (client,

employee, etc.), or contractually bound affiliaeghorized by the
Holders to instruct the Subscriber to request &ficate on their
behalf.

In the case of an Organization Certificate, the ddplis the
Organization or a representative of the Organipafltne generation
and exclusive use of the Private Key associateld thi¢ public key
indicated in the Certificate is entrusted to theft@icate Carrying
Device" entity.
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2.1

2.2.

2.3.

3.1

3.2.

4.1.

In the case of a Permanent Certificate, the Holdea Natural
Person identified within the Mediacert TSP as as8tiber, and
having made a request of Certificate generatiowatg to
electronically sign Documents. The generation ardusive use of
the Private Key associated with the public key ¢atéd in the
Certificate is entrusted to the "Certificate Camg/Device" entity.

End User: refers to the natural person who has signed aacdion
with the Subscriber, or Partners or Organizatiams)ventionally
attached to the Subscriber and who uses the EtéctRignature
Service offered by the Subscriber. The End UséhnesHolder of a
Single-use Certificate.

The End User may benefit from the Electronic Sigr&tService
provided that the following prerequisites are met:

. have the legal capacity to undertake to comply wita
provisions applicable to the use of the service;

. have valid and up-to-date proof of identity to Haeato
identify themselves;

. possibly have, for certain Services, an e-mail esilor a
telephone number. In this case, this informationstrhe
active, accurate and personal.

PRECONDITIONS FOR THE CONSTITUTION
SUBSCRIBER STATUS

OF

Acceptance of the attribution of Subscriber stasulsased on a set
of elements defined in Chapter 3.2.2.2'Validation of a
Subscriber" of th&€€P-CPS. This includes, in particular:

. the signature of a Subscription Contract (see k22

. the appointment or appointment of Representatives
within the Subscriber for Requests for the Creatibn
Single-use Certificates and/or Organizational
Certificates;

. the delivery of a set of supporting documents.

In the event that an Organization is different frtime Subscriber,
the Subscriber must provide the RA with the infdiiora
concerning the Organization as defined in sectia@.23.2
"Validation of an Organizationbf the CP-CPS.

The signing of the Subscription Contract entailsogition, in
particular by the Subscriber, of the obligationsitained in the
Clause 8 and in the CP-CPS.

PRECONDITIONS FOR OBTAINING CERTIFICATES

To obtain Certificates, the Subscriber must conepthe following
formalities with RA:

The Subscriber must complete his Certificate Coeaequest (ref.
"WLF-OTU-F007), in accordance with the service he has
subscribed to from MediaCert TSP, depending on héreit is an
Organization Certificate (or Electronic Stamp) amd# Single-use
Certificate and/or a Permanent Certificate.

The Subscriber shall be responsible for ensuriagttie Certificates
and/or the level of Electronic Signature chosen amgropriate to
his needs and to the needs of his possible Coun#lhctbound
affiliates: before any request for the creatiorad€ertificate from
the RA, the Subscriber shall be responsible foueng that the
type of Certificate to be issued as part of theiseris adapted to
his internal delegation rules, his business neetu$ lis legal
constraints as well as those of his Contractuallyrndl affiliates.

FOR THE |ISSUANCE OF A CERTIFICATE OF
ORGANIZATION

Subscriber's file. The Subscriber's file for the Electronic Stamp
Service using Organization Certificates must beoanzanied by
supporting documents as described in paragraph \8atidation of
the applicant's authorityin the CP-CPS.
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4.2.

4.3.

4.4.

45.

4.6.

5.2.

Any incomplete file may be refused by RA. The imfiation
provided in the file must be complete, accurate gndo date. The
Subscriber guarantees the verification of the mfation provided
and the validity of the supporting documents accamymg it. Any
modification of the information contained in thdeFmust initiate
the procedure for revocation of the certificateigss for any of the
following reasons: death, departure or resignatioh an
Organization Certificate Holder. The RA reservesiight to refuse
the File in the event that the Subscriber is insalyis the subject of
legal proceedings or in any way violates public afer

Request for Certificates. The Subscriber is responsible fol
verifying the information relating to the Subscrilpeovided and the
validity of the supporting documents accompanyings well as for
regularly updating such information. RA assumegesponsibility
to the Subscriber for the form, accuracy, authéwtar legal effect
of any supporting documents provided by the SubscriThe
Electronic Stamp or Organization Certificate prcetiby the CA is
sent to the Subscriber for acceptance of the @exttf.

Acceptance of the certificate. Explicit acceptance of the
information contained in the Certificate is reqdifeom either the
Subscriber's legal representative who made theestqur from the
individual authorized by the Subscriber's legal respntative
identified in the Certificate. The formalism of shacceptance is
detailed in the CP-CPS as well as in the e-mailfioation of
issuance of the Electronic Stamp Certificate ora@igation sent by
the issuing Certification Authority.

The Subscriber is required to notify MediaCert TiBRwriting of
any inaccuracies within ten (10) business dayhefgeneration of
the said Certificate, in particular in the evergttthe data entered on
the Certificate does not correspond to the infoimmatontained in
the Subscription File. In the absence of notifmatiwithin this
period, the Certificate shall be deemed to have laeeepted. In the
event of notification within the above-mentionedripe, the RA
shall decide on the provision of a new Certifica® the
Organization.

The validity period of an Electronic Stamp, Pernrdner
Organization Certificate is defined in the CP-CP& an this
document, clause 1.

Two (2) months before the expiry date of the Cedik of
Organization, a notification is sent to the Suliseni inviting him to
proceed with a new application for a CertificateQvfjanization. In
the absence of a new request from the Subscribersérvice is
interrupted when the certificate expires.

The new Certificate must be generated with a Reiay change.

FOR THE ISSUANCE OF A SINGLE-USE CERTIFICATE

Subscriber's file. The Subscriber file for the signature service using

Single-use Certificates must be accompanied by atipg
documents as described in paragraph 3.2'¥dlidation of an
individual's identity - Single-use Certificatiel' the CP-CPS.

In particular, it must contain the document "ldéadition Policy
and Procedures for Obtaining Consent".

The Subscriber requesting the issuance of Single@estificates
shall ensure, in accordance with the applicableGEfS; that the
reliable identification procedures, recognized hg RRA, of the
future Holders of Certificates of this type, whiitthas previously
described in the aforementioned document, are imgiéed or
have implemented under its responsibility. The Stibser
guarantees the verification of the information pded and the
validity of the supporting documents accompanyinRiA assumes
no responsibility to the Subscriber for the formgcuaracy,
authenticity or legal effect of supporting docunseptovided by the
Subscriber and the Holder(s).

Any Application whose Identification Policy doestrrovide the
necessary controléo reliably identify clients, future Holders of
Certificates of this typawill be refused by the RA.

Request for Certificates.In the case of Single-use Certificates, th
Subscriber's e-mail message to request an RA [Catéf(request)

[¢]
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5.3.

5.4.

6.2.

6.3.

7.2.

8.1.

8.2.

8.3.

8.4.

must include the information as described in Chapgtd.2.2.1
"Processes and Responsibilities for EstablishingCartificate
Application" of the CP-CPS and must be electronically signed by
the Subscriber.

The Subscriber acknowledges that the Certificatgiegtion to be
issued in the name of the Holder will contain tbkofving verified
information relating to the Holder's identity: fireame, surname,
date and place of birth.

Acceptance of the certificate.Given the atomic nature of the
signature operation in the context of the use oBiagle-use
Certificate, the validation of the data containedtie Certificate is
carried out before it is issued.

The validity period of a Single-use Certificatedisfined in the CP-
CPS.

USE OF A CERTIFICATE OF ORGANIZATION

The use of such certificates must be in accordanith the
applicable CP-CPS. Indeed, the Subscriber undestskaise the
Certificates issued by the CA only for applicatidhat allow the
use of an Organizational Certificate as describedCP-CPS in
paragraph 1.5Certificate Uses In the event of a breach of this
obligation, Worldline, through the MediaCert TSRnnot be held
liable.

In the context of Electronic Stamp or Organizat@ertificates, the
Subscriber authorizes the CA to use the Private &&ched to the
Certificate for the purpose of implementing Elentoostamps.

The user must check, at least before use, thenmafioon on the

status of the certificate he intends to use in a@we with the
intended use. It may, for this purpose, use theuarmeans made
available in accordance with paragraph 4.9:®k2quirements for
verification of revocation by users of Certificate®rganization or

Permanent Certificatetf the CP-CPS.

USE OF A SINGLE-USE CERTIFICATE

The use of such certificates must comply with tppliaable CP-
CPS. Indeed, the Subscriber undertakes to use dréfi€ates
issued by the CAs only for applications that alltdve use of a
Single-use Certificate as described in paragragh "Use of
Certificate$ in the CP-CPS. In the event of a breach of this
obligation, Worldline cannot be held liable.

The Subscriber, including its contractually boundfiliates,
acknowledges that the implemented Electronic Sigeatinematics
must be clearly presented to the end user. Thisused must be
able to accept it before it is implemented anchatsame time give
the Subscriber a mandate to request a Single-usdicege for
him/her in order to be able to sign the Documenpfgsented to
him/her.

REVOCATION OF A CERTIFICATE OF ORGANIZATION
OR PERMANENT

Origin of the Revocation. The authorized persons or entities are
described in paragraph 4.9.2.2Qrigin of a request for Revocation
- Certificate of Organization or Permanerdf the CP-CPS.

Cause of the RevocationThe reasons for revocation are described
in paragraph 4.9.1.2 of the CP-CP%®ossible Causes for
Revocation - Certificate of Organization or Permatie

Responsibility. Under no circumstances shall Worldline, through
the MediaCert TSP, be held liable if an authorizggtesentative of
the Subscriber has not requested the revocatiaheofElectronic
Stamp Certificate when one of the circumstancesritesi in the
aforementioned paragraph of the CP-CPS, of whichshaware,
occurs.

Revocation procedure.The Procedures for processing a revocation
request are described in section 4.9.3.2 of theC€B~Procedure

for Processing a Revocation Request - Certificdt©manization

or Permanernit
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8.5.

9.2.

9.3.

9.4.

9.5.

10.
10.1.

The revocation of an Organization Certificate leatds the
generation of a List of Revoked Certificates. Thember of the
Certificate concerned by the revocation requeshén entered in
the List of Revoked Certificates.

The concerned CA then publishes this list of redo&ertificates to
the address defined in paragraph 4.1Certificate Status
Information Function'of the CP-CPS.

Users of this type of Certificate can view thig Wsthout limitation.

Confirmation of the revocation The MediaCert TSP will
confirm, in the context of a request for revocatafthis type of
Certificate, by e-mail to the applicant that thequest for
Revocation of the Certificate has been executed.

REVOCATION OF A SINGLE-USE CERTIFICATE

Origin of the Revocation. The authorized persons or entities al
described in paragraph 4.9.2Qrigin of a request for Revocation -
Single-use certificatedf the CP-CPS.

Cause of the RevocationThe reasons for revocation are describg
in paragraph 4.9.1.1.1 of the CP-CH®ssible causes of revocation
- Single-use certificate

Responsibility. Under no circumstances shall Worldline, throug
the MediaCert TSP, be held liable if an authorizgatesentative of
the Subscriber has not requested the revocatidheofSingle-use
Certificate when one of the circumstances descriliedthe
aforementioned paragraph of the CP-CPS, of whichshaware,
occurs.

Revocation procedure The Procedures for processing a revocatid
request are described in section 4.9.3.1 of theC€B-'Procedure
for processing a revocation request - Single-ustfioate".

The revocation of any Certificate leads to the gatien of a List of
Revoked Certificates. The number of the Certificatacerned by
the revocation request is then entered in the bfstRevoked
Certificates.

The concerned CAs then publish this list of revokiitificates to
the address defined in paragraph 4.1Certificate Status
Information Function'of the CP-CPS.

Users of this type of Certificate can view thig Wsthout limitation.

Confirmation of the revocation As the Revocation request is
automatically authorized, the Holder concernechisrimed of the
change in status of his certificate via the pubiicaof the List of
Revoked Certificates at the addresses defined above

SUBSCRIBER COMMITMENTS

Provision of documents by the RA Subscriber.
Certificate of Electronic Stamp or Organization
The Subscriber must provide the Registration Authaevith:

. the document of Request for Creation of an Eleatror]
Stamp Certificate or Organization Stamp providedaby
authorized Subscriber's representative if he/slsbes to
create such a certificate;

. documentary evidence supporting the content of t
Certificate to be produced by the CA;

. and in particular, in the event that the name & t
Organization to be included in the Certificate iffedent
from that of the Subscriber:

. a valid proof (mandate) from the legal or authatize
representative of the Organization in questionvéiig
the Subscriber to request the issuance of a Qatfion
behalf of that Organization;

[¢)

ne
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. any document, valid at the time of the requesttifiar
creation of the Certificate, attesting to the etise of
the Organization (extract from KBIS dated less than
three (3) months ago or, original or copy of anfjcadl
deed or extract from the official register datessl¢han
three (3) months ago attesting to the name, legah,f
registered office address and identity of the pastrand
corporate officers mentioned in 1° and 2° of AsidR.
123-54 of the Commercial Code or their equivalents
under foreign law, etc.);

. all supporting documents necessary to support the
credentials of the representative of this Orgaiopaif
the natural person representing this Organizatonoi
the legal representative of this Organization ¢alnd
not revoked delegation of power) and proof of the
membership of this natural person in the Orgaropati

It is specified that it is the Subscriber's resjiutity to check the
validity and completeness of the documents he pesvito the
Registration Authority when applying for a substidp.

Permanent Certificate
The Subscriber must provide the Registration Authaevith :

. the Permanent Certificate Creation Request document
fully completed;

. information and documentary evidences (or copids) o
the Subscriber's identity, supporting the contenthe
Certificate to be produced by the CA;

It is specified that it is the Subscriber's resjaility to verify the
validity and completeness of the documents thatavides to the
Registration Authority at the time of its subsaoptrequest.

Single-use certificates

The Subscriber must provide the RA, which mustdadé it, with
the document Identification Policy and Procedures for Obtaining
Consent completed by himself and/or by his beneficianigth his
assistance and under his responsibility.

This document contains:

. a written description of the process for identifyin
Single-use Certificate Holders. The identification
process must include the presentation of a docupremt
copy of an identity document of the Holder and oaolst
to certify the validity of the document, either def or
during the Electronic Signature process;

. the procedures for obtaining consent must desdhibe
process by which the Subscriber can obtain thei@pl
and informed consent of the end user on a number of
points prior to any request on his behalf for ag&iruse
Certificate;

. among the items subject to the consent of the Holde
include in particular:

o the Holder's acceptance to give the Subscriber
the authority to initiate a request to the CAs
to obtain a certificate on behalf of the Holder;

o the Holder's explicit consent for the CAs to
collect and process its data for the purpose of
providing it with an electronic certificate and
to retain it for the purpose of fulfilling their
obligations to the Auditors.

o the Holder's explicit consent to generate a
certificate on its behalf.

o the Holder's agreement to the General
Conditions of Service of Electronic Signature
Service, delivered beforehand
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10.2. General obligation of the Subscriber to inform theHolders. The
Subscriber guarantees to inform the end user, snchpacity as
Holder, in accordance with the obligations desdibi@ his
Subscription Contract. In this respect, the Subscrguarantees to
provide, prior to any action by the end user, thérimation
necessary for his understanding of the terms amnditons of the
contractualization procedure, in particular online:

. by informing him/her about the kinematics of exgirg
his/her consent, the Electronic Signature processsiu
and by explaining the legal consequences of his/h
various actions, including in particular the prageg by
the target CA of his/her personal data;

by informing him/her about the content of the ewicie
gathered and by indicating who is the service plewi
for the management and conservation of evidence;

by informing it of its possibility of abandoning e¢h
procedure it has initiated,;

by informing him/her of the possibility of withdraor
not;

by informing it of the procedures for making thg
Contractual Document it has signed available tdhig,
procedures for keeping it;

by inviting them to consult the General Terms an
Conditions of Online CA Services available onlirnte a
https://www.mediacert.com/.

10.3. Verification of Certificate Creation Requests The Subscriber is
required to verify the accuracy and completenesh@fnformation
provided to the RA in the signed electronic mesgagguest) or in
the paper form intended for the Registration Autigand which is
necessary for the issuance of either the SingleQds#ficate or the
Organization Certificate by the CAs.

10.4. Non-discriminatory practices. The Subscriber further undertake
not to engage in discriminatory practices in thevises it provides
that could be detrimental to those provided byGHes.

10.5. Compliance with obligations by the holder(s) of Single-use
certificates. The Subscriber also undertakes to ensure that t
Registrants comply with the provisions applicabte them and
resulting from his Subscription Contract.

To this end, it will ensure in particular that thgreement Attachés
comply with these provisions vis-a-vis the Holders.

The Certificate must be used in accordance withptloeisions of
the CP-CPS in force.

10.6. RA Information by the Subscriber
Electronic Stamp or Organization Certificates
The Subscriber must:

to inform the Registration Authority in the evehat the
data in the Certificate is no longer valid due tchange
within the Organization. In this respect, the Suibsc
must notify the RA without delay, by registeredtdet
with acknowledgement of receipt:

any change in the identity of the person acting
Subscriber's representative or Deputy Subscribe
representative, as well as the effective date ahsu
change, together with supporting documents;

any changes in the information provided to RA, &l w
as the effective date of these changes.

to communicate as soon as possible to the Redgstrat
Authority any event that may affect the reliabildf/the
means of authentication with the latter. In thispect,

he

hS
r's
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changes (first name, surname, e-mail address) brist
notified to the RA;

to inform the Registration Authority in the evehat the
Organization no longer exists. In this respect, the
Subscriber must notify the RA without delay, by
registered letter with acknowledgement of recepny
changes (first name, surname, e-mail address,
Organization ID) affecting all the Organization's
Certificates, accompanied by supporting documents;

to inform the Registration Authority in the everat
information concerning the Organization, not inéddn
the Certificate of Organization and having no intparc
its validity, is madified. In this respect, the Saokber
must notify the RA as soon as possible, by simgtiei,
of any changes in information.

Permanent Certificates
The Subscriber shall:

notify as soon as possible the Registration Authaf
any change in contact information (address, e-mail)

inform the Registration Authority in case the datahe
Certificate is no longer valid due to a change he t
name.

Single-use certificates

The Subscriber is responsible for:

. communicate as soon as possible to the Registration
Authority any event that may affect the quality tbk

identification of its future Registrants;

communicate as soon as possible to the Registration
Authority any event that may affect the reliabilit its
means of authentication with the latter.

11. WORLDLINE'S COMMITMENTS

11.1. Worldline undertakes to implement the necessarynsiégechnical
and human) to provide the Services. The level ofvise
implemented is that set out in the contract reterte in the
Subscription Contract attached to these GeneraimJeand
Conditions.

11.2. Worldline, through MediaCert TSP, undertakes to tlee keys
generated exclusively to produce the Electronic n&tgre(s)
necessary to complete a transaction requesteceb§uhscriber.

11.3. Worldline, through MediaCert TSP and the CerticaCarrier
Device, undertakes to use the Private Key of the eser or the
Organization only for the purposes intended byGReCPS.

11.4. Worldline, through MediaCert TSP, undertakes tdhenticate any
request from the Subscriber for a Certificate ratjaad undertakes
to keep proof of this request.

11.5. Worldline, as MediaCert TSP, keeps all the dateessary for the
CAs defined in Chapter 5.5"2Archive Retention Perioddf the CP-
CPS, including:

registration files:

eight (8) years for
Certificates;

files concerning Single-use

ten (10) years for files concerning Organization or
Permanent Certificates.

service activity logs: ten (10) years.

11.6. Worldline as the MediaCert TSP, has a duty to advike
Subscriber so that he can choose in an informed thaytechnical
solution of Electronic Signature adapted to theetyd signature
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12.

13.

14.

path he has determined. MediaCert TSP involvensiimited, as
part of a best efforts obligation, to a technicalvice that allows
the Subscriber or his or her beneficiaries to berdeom the
Electronic Signature and/or Electronic Stamp Sewicon
Documents in accordance with the applicable CP-GR&Idline
has no control over the content of the Documentgesti to the
services provided by MediaCert TSP, other thanitisertion of
Electronic Signatures and/or Electronic Stampsduoebs not access
the content of the Documents to provide its sesvid&orldline
cannot be held liable for the value or validitytbé content of the
Documents.

SERVICE INTERRUPTION

The Subscriber acknowledges that Worldline, as &@dit TSP,

may interrupt the Service, in whole or in partomier to maintain
or improve it. MediaCert TSP shall inform the Suiiser as soon as
possible of any planned interruption (in particutgr e-mail or by

information on the Website) and shall limit the ation of the

interruption and its impact on the Service.

PROOF AGREEMENT

The Parties expressly agree that in the contexheif contractual
relations, dated electronic messages shall cotestittoof between
them. The parties agree that as soon as a messagmsmitted
electronically from a sender to a recipient, tr@pient is deemed to
have received it by return of acknowledgement oéirgt.

FINANCIAL CONDITIONS

MediaCert TSP does not market the Certificateseglbuit only in

addition to higher level services provided by itset by sub-

companies. These services are specified in theamineferenced in
the Subscription Contract associated with the pteGeneral Terms
and Conditions.

This contract details all the financial conditions.

15.

15.1.

15.2.

15.3.

RESPONSIBILITY OF THE
AND- GUARANTEED BY HIM/HER

SUBSCRIBER

Responsibilities

The Subscriber remains solely responsible to Woedl in its
capacity as MediaCert TSP, for the proper compietibthe Holder
identification and Authentication steps and for wirgy that the
choice of Electronic Signature process meets isisi@and those of
its potential Contractually bound affiliates.

In the event that Worldline, in its capacity as &&kert TSP, does
not receive the supporting documents collectedhey Subscriber
including those collected by the Contractually babaffiliates, in
support of the identification of the Holders, Med@at TSP carries
out a sampling campaign of Single-use signaturedenst the
Subscriber's request in order to verify the coregglication by the
Subscriber, including its Contractually bound &fits, of the
Identification Procedure validated jointly betweéhe parties.
Sampling must make it possible to verify that tthenitity check has
been carried out and requires that proof of thisckthas been kept
for a minimum period of eight (8) years by the Sulieer, including
his Contractually bound affiliates. This samplingmpaign shall
take place at least once (1) a year. In the evedewations from
this procedure, the Subscriber undertakes to ésitadh action plan
with Worldline to resolve such deviations. Non-apeion of this
action plan or the discovery of discrepancies durthe next
sampling campaign may lead to the deactivatiorhef Electronic
Signature service using Single-use Certificatesttier Subscriber,
including his beneficiaries, in accordance with theovisions
mentioned in the CP-CPS.

Guarantees

The Subscriber indemnifies Worldline, as MediaCe®P, against
any action, claim or demand that may be broughtnagédt by a

Holder or a third party, and any damage resultiregetfrom, arising
directly or indirectly from or based on the failuwwkthe Subscriber,
his beneficiaries or a Holder to comply with anytleé provisions of
the Subscription Agreement, including the documerghkating

thereto.
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15.4.

15.5.

16.

16.1.

16.2.

16.3.

16.4.

16.5.

16.6.

16.7.

16.8.

16.9.

The Subscriber, including its conventional affiigt guarantees
MediaCert TSP in general that the content of theudwnts
transmitted by it and/or its conventional affiliatis lawful and does
not allow acts contrary to applicable and curreatvd and
regulations to be carried out.

The Subscriber undertakes not to make any commitrimerthe
name and on behalf of the MediaCert TSP, whichay mnder no
circumstances replace.

WORLDLINE'S LIABILITY AND WARRANTY
Responsibilities

Worldline provides a technical service by providihg Subscriber
with the Electronic Signhature and/or Electronicn§taServices of
the MediaCert TSP.

The Subscriber acknowledges that MediaCert TSmhbasfluence
on the content of the Documents issued by it, exdep the

insertion by the CAs of MediaCert TSP of Electro8ignatures or
Electronic Stamps on said Documents and may natfire be held
liable for the content and information they contain

Worldline's liability is limited to direct materialamage to the
exclusion of any indirect damage. In the event WWatldline, as a
Trust Service Provider, is held liable, it is exgsly agreed that
Worldline may only be held liable for compensatiop to an
amount that does not exceed the amount specifigtie@rService
Agreement, the references of which are specifigdenSubscription
Agreement for the Electronic Signature and/or E@edt stamp
service (ref. "WLF-OTU-F005) attached to these General
Conditions.

Worldline assumes no responsibility for the consegas of any
delays, alterations or losses that the Subscriter suffer in the
transmission of any electronic messages, lettet®ouments.

Worldline shall not be held liable in the eventtofal or partial
interruption of the Service in accordance with élgil2 above.

Trust “Provider MediaCert TSP can only be heldléab the event
of proven non-compliance with its obligations.

The MediaCert TSP may not be held liable in theneeé a fault in
the scope of a Subscriber entity, in particulathie event of:

. use of an expired certificate;
. use of a revoked certificate;

. use of a certificate in an application other thhnse
described in Chapter 4.3Use of the Key pair and
Certificate" of the CP-CPS.

MediaCert TSP is generally not responsible fordbeuments and
information provided by the Subscriber and doesguatrantee their
accuracy or the consequences of harmful factspregtinegligence
or omissions of the Subscriber, his representatitbe Holder.

In the event that Worldline is held liable as at{fieation Authority
in the event of a breach by the Subscriber, indgdall its
beneficiaries, of one of the obligations imposed them, the
Subscriber shall subrogate itself to Worldline fany dispute
settlement or legal action that may result frorariginating from a
Beneficiaries, a User or a third party.

16.10 Absolute necessityWorldline shall not be held liable for any loss,

damage, delay or failure to perform obligationsultasg from the
General Terms and Conditions when the circumstagéisg rise
to them are due to force majeure within the meanfdyrticle 1148
of the French Civil Code. The Parties further agtbat the
following shall be considered as force majeureigiegs of a public
authority, legislative and/or regulatory changesgtsa of
unpredictable third parties that have caused danmagking it
impossible to provide the Service. In the event tha case of force
majeure prevents one of the Parties from fulfillitegobligations for
a period of more than two (2) months, each of thei€s may
terminate the Subscriber Agreement, automaticaiiyg avithout
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legal formality, without the Subscriber being drtitto claim any
compensation.

Guarantees

16.11Worldline, as MediaCert TSP, warrants to Subscritieat the
services provided are in compliance with the applie CP-CPS
available on the MediaCert TSP Website on the dayse of the
Service;

16.12 Worldline cannot replace the Subscriber in the ohaf the level of
service subscribed in connection with the legalmeg applicable
to Business Documents for which the Subscriberdea&led to use
Electronic Signature and/or Electronic Stamp.

16.13.Consequently, the provision of the Service by Waoréd shall not
exempt the Subscriber from analysis and verificatibthe legal or
regulatory requirements in force relating to suchusiBess
Documents.

16.14MediaCert TSP undertakes to issue certificatescoom@ance with
the CP-CPS concerned, as well as with the stattheofart and
technology.

16.15MediaCert TSP guarantees through its services:

the Subscriber's authentication with his certificay the
Registration Authority;

the generation of certificate(s) in accordance with
Subscriber's request, previously authenticated a
verified,

the provision of information functions on the stawf
certificates issued, following the Subscriber'suesi, by
CAs in accordance with this document;

the exclusive control of the Private Key of the t@ieate

by the Certificate Carrier Device and the destarcof

the same key after a single session of use ingbe of a
Single-use certificate.

17. MODIFICATION OF DOCUMENTS AND CONTRACTUAL

CONDITIONS

Documentary developments due to external constraiat

17.1. General Terms and Conditions of Subscription.The General
Terms and Conditions of Subscription, which arendied to evolve
to take into account legal, technical or commercaistraints, will

be updated.

In this case, the MediaCert TSP shall modify or atpdthese
General Terms and Conditions by simply updating dbetent to
take these changes into account.

The MediaCert TSP will notify, via a signed e-mail,any updates
to the General Terms and Conditions of Subscriptiensoon as
possible.

This notification shall specify the effective datesuch updates.

17.2. CP-CPS and/or the General Terms and Conditions of évices.
In the event of a change affecting the CP-CPS artbéo General
Terms and Conditions of the current Online CA S|
Subscribers will be informed, via a sighed e-matilthe latest one
(1) month before the publication of the new versiéthe amended
document in accordance with the change affecting

This notification shall specify the effective dafesuch updates.

17.3. Any notification between the parties shall be Vglichade to the
Subscriber at his e-mail address indicated in dggstration file or
at any other address that the parties may subséygj@gemmunicate

to each other by ordinary mail or e-mail.

17.4. In the event of a change that is likely to haveagomimpact on the
Subscriber and/or Worldline and its Organizationchs updates

shall be notified to the Subscriber in accordandth waragraph

nd

it
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9.11 “Individual Notifications and Communications betne
Participants" ofthe CP-CPS.

17.5. The updated documents will also be available ardssible online
as soon as they come into force at the followingiress:

https://www.mediacert.com/

17.6. The Subscriber, including his or her beneficiarisspformed that
he or she may save and/or print the applicable &eB&ebscription

Conditions.

17.7. Documentary developments due to the MediaCert TSRChanges
made to a Contractual Document at the initiativéhef MediaCert
TSP shall be brought to the attention of the Sibscrby any

means, at least one (1) month before their ento/force.

17.8. Other developments.If any changes required in the service should
have an impact on the economy of the contract nedeto in the
Subscription Contract, the Subscriber will then énétve possibility

to terminate his contract in the event of disage®mwithout any
penalty at his expense. In the absence of termimatnd if the
Holder(s) continue to use the service or Certié¢sit at the end of
the above period, the Subscriber shall be deemée accepted
such changes.

18. DURATION

The Subscription Agreement takes effect from thée daf its
signature by the Subscriber for an indefinite pgriavithout
however exceeding the duration of the higher lseelice contract
referred to in the Subscription Agreement.

19. TERMINATION

19.1. The Subscriber Agreement may be terminated, ipgognd without
legal formality, by registered letter with acknoddement of
receipt, by the Subscriber or the Certification artty:

. for convenience, following compliance with the weti
period stipulated in the Contract referenced in the

Subscription Contract;

without notice, in the event of a breach by theeottarty
of any of its contractual obligations, if the bredms not
been remedied within one (1) month of a formal ceti
by registered letter with acknowledgement of recgipt
presentation) which has remained without effect;

in the event of force majeure, under the conditions
described in Article16.10 of this document;

ipso jure, in the event of termination of the Seevi
Agreement to which this Subscription Agreement
linked.

is

19.2. In the event of termination of the Subscription €act and on the
effective date of termination, access to the Siibscs service,
including its beneficiaries, will be cut off andyaslectronic Seal
Certificates issued will be immediately revoked haiit the
Subscriber being able to assert any right to corsgtém.

19.3. The Subscriber is prohibited from requesting theation of a
Certificate from the Registration Authority on teffective date of

the Termination.

20. INTELLECTUAL PROPERTY
The provision of a Certificate does not confer amnership rights
on the Subscriber or Holders over the Certificate.

21. PROTECTION OF PERSONAL DATA

21.1. Electronic Stamp or Organization or Permanent Certficates.

The personal data collected as part of this Syfitsmni Contract are
mandatory for the processing of the registratide. firhey are
intended, as well as those that may be collectédegjuently, for
CAs that are authorized by the Subscriber, dulyaniged for this
purpose, to store them in computer memory, use thenu

communicate them for the same purposes and undersdame
protection, to Worldline legal entities or to thipdrties authorized
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21.2.

21.3.

21.4.

21.5.

for the purposes of managing Electronic Stamp astmBnent
Certificates.

Single-use certificatesIn the context of Single-use certificates, it i
recalled that the Subscriber will ensure that tee/shtains the
express acceptance of the future Holders, befemsmnitting the
personal data of these future Holders to the Redgigh Authority,
for the processing of requests to create Certéiaf this type.

To this end, the future Holder must agree thatpbesonal data
concerning him/her collected by RA from the Sulisarimay be
processed electronically for the sole purpose of:

. constitute its identification and allow its autheation
in order to generate a certificate in its name;

. be able to communicate to him the activation datai®
Private Key;

. make it possible to support the identity indicatedhe
Certificate by providing the necessary proof, i
necessary, by keeping the elements in the redirat
file;

. to support its obligations as a trusted third party

It is indeed specified that any opposition to teention of personal
data will prevent the issuance of this type of {iedte. Indeed, by
accepting the provision of the Certificate to pemtewith an

Electronic Signature, the Holder accepts that thev@a the RA,

retains, at the request of the RA, the personal fiatthe duration
necessary to fulfil the purposes of the proceseperations carried
out in the context of the provision and managenaoérihe Single-

use Certificate.

The Subscriber, including representatives of Siibs or
Organizations and Holders, have the right to acaestify, delete
and object to their personal data communicatedchwithey may
exercise by contacting Worldline at the addresiatdd below:

Comité MediaCert
Worldline
23, rue de la Pointe
Zone Industrielle A
59113 Seclin
France
di-mediacert-tsp@worldline.com

This right of rectification, deletion and oppositiomust not,
however, prevent the right to keep data enablirgfpof a right or
contract to be established for as long as the erfior which the
data are stored so requires.

Worldline has implemented and complies with persodata
protection procedures to ensure the security af ttahsmitted by:

the Subscriber, including all his Contractually bdwaffiliates;
the Holders, natural persons, to the Subscribetuding all of its

conventional affiliates, who communicates them torMline under
this contract for the purpose of identifying andhemticating them.

It is the Subscriber's responsibility to obtainnfrahe Holders, natural

21.6.

persons, their consent for the personal data comgerthem

collected by the Subscriber - for the purpose @hnidying and

authenticating them, to be transmitted by the Silibscto the RA

and the CA for computer processing, in order tovalthe RA and
the CA to issue Certificates on behalf of the Hoddeso that the
Holders can sign the Documents presented by thecBbler online.

It is specified that the personal data communicabsd the

Contractually bound affiliates to the Subscribebéotransmitted by
the Subscriber to the RA and CA must, in the samg Wwave been
subject to the same authorization and consent guves, in such a
way that the RA and CA may process them.

The Holders must guarantee on their honour to thes&iber,
including their Contractually bound affiliates, thecuracy of the

f

data they transmit for this purpose. Holders muestifformed of
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21.7.

21.8.

21.9.

their rights to have their information rectified the event of a
change in this information.

The Holders must be informed of the nature of thi@rmation
concerning them, which is kept by the RA and CApa# of the
implementation of the MediaCert TSP services amne their prior
consent to the processing.

The Holders must be informed of the elements trawetehalf of
the Subscriber to provide proof of electronic exdes, if
necessary. This information is detailed in the Ence Management
Policy, available on electronic request (e-mail).

The Parties undertake to comply with the provisiofighe Data

Protection Act of 6 January 1978 n°78-17 relatiogcomputer

science, files and liberties. As such, each Partiettakes to ensure
the security of personal data when it is transuhitte the other

Party, regardless of the transmission medium usedctordance
with the aforementioned law.

Each Party is responsible for its own files anduasss full
responsibility for the processing applied to them.

21.10.The Parties undertake to comply with the laws @pplie to them.

The Parties shall ensure compliance with the ofitiga contained
in this Article by all their staff, their agents Gontractually bound
affiliates and any other person for whom they asponsible.

21.11.The obligations contained in this article shall lgdpr the duration

of this Agreement and without limitation after &spiry.

21.12The Parties agree to provide each other with albrination

22.
22.1.

22.2.

23.

necessary for the proper conduct of the operatmosessed, in
particular in accordance with the Data Protectioat And the
GDPR.

CONTRACT DOCUMENTS

The Subscription Contract consists of the documevtigch form an
inseparable whole, listed below:

. the membership contract for the Electronic Sigreatur
service and/or Electronic Stamp;

. the present General Terms and Conditions of
Subscription to the Electronic Signature and/or
Electronic Stamp Service;

. the "OTU Identification Policy and Procedures for
Obtaining Consent'in the case of subscription to the
OTU Electronic Signature service;

. the Certification Policy — Certification Practices
Statements available online at the address defined
Articlel

In addition, it is part of the process of granti®gbscriber status as
defined in Article2.1 this document.

All the above-mentioned documents constitute thehnial
framework within which the Subscriber's Electrorfiignature
service will be carried out. It is supplementedthg provisions of
the higher-level Service Agreement, which specify particular
Article14 these Terms and Conditions, Article18 duration and
Article16 on Worldline's Liability.

In the event of any inconsistency between thelasgticf the General
Terms and Conditions of Subscription and thoséefarovisions of

the higher-level Service Agreement, the clauseghef General

Terms and Conditions of Subscription which are Haea the

applicable Certification Policy - Certification Rties Statements
shall prevail.

APPLICABLE LAW

It is specified that the interpretation, validitpdaexecution of this
Agreement are subject to French law.

Subscriber Initials




The MediaCert TSP, offering the services coverethiege General
Terms and Conditions, in all its components andluiting

documentaries, is governed by the laws and reguakstin force in
the French territory applicable to it, although dtstivities arising
from the CP-CPS associated with these General Tean
Conditions may have legal effects outside the Frdaritory.

In addition, only the French version of the contwmat documents,

listed in Article22.1 this document, is enforcealdgainst the
parties, even in the presence of translations.elddthe translations
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24.

of express agreements are provided for mere coeweai and
cannot have any legal effect, in particular on ititerpretation of
the Subscription Contract or the common intentibthe parties.

DISPUTE SETTLEMENT

In the event of a dispute relating to the interiien, formation or
execution of this contract and failing to reach amicable
agreement, any dispute will be brought before thrapgetent courts
of Paris.

Subscriber Initials




		2020-04-21T08:47:37+0100
	TSP MediaCert
	I am approving this document




